In the spring of 1995 Japan experienced the world's first major terrorist attack using chemical weapons by a little-known religious cult called Aum Shinrikyo. The attack on the Tokyo subway, which killed 13 people, was the first lethal case of a non-state actor using a chemical agent against a civilian population. In March 2011, following a 9.0 magnitude earthquake in Japan, the Fukushima Daiichi nuclear reactor experienced a full meltdown releasing radiation into the surrounding area. The seemingly unhurried government reaction provided conflicting information to Japanese citizens, slowing evacuation and protective actions. Government failure is cited as a significant factor in the severity of the nuclear disaster in three investigations conducted after the incident. This article defines resilience and raises the question of whether the U.S. government has the ability to address the issues raised by the two case studies. There are four primary lessons of these two case studies from Japan: Trust is essential; two-way communications are vital; someone or something will always unexpectedly fail to act appropriately, while others will provide surprising support and; finally, recovery is longterm.
Introduction
In the spring of 1995 Japan experienced the world's first major terrorist attack using chemical weapons. Aum Shinrikyo, a little known religious cult, killed 13 people in a sarin attack on the Tokyo subway system. Japanese citizens were as unprepared for a terrorist attack then as those in the United States were from a two Chechen brothers who set off conventional bombs at the Boston Marathon in April 2013. While no country will ever be ultimately prepared for the "unknown," the recent events in Boston calls into question the resilience of the American population to a catastrophic incident whether natural or man-made. Does the fact that Bostonians quickly returned to their regular routine following the capture of the terrorists mean that they are resilient? The events in Boston held the attention of the American public for those few fateful days, but then faded as other news stories took precedence in our fast-paced world. Our lives today are seemingly filled minute-by-minute with information in a 24-hour news cycle and the ability to text, Facebook, and Twitter the minute details of our lives. However, when citizens' daily lives are examined months or years after a catastrophic event, the question remains, "are they more prepared to manage future crises?" Do we know what we need-not expect -but need from our government to be resilient?
This article will explore what is meant by resilience and examine the 1995 Aum Shinrikyo attacks and the 2011 "triple disaster" earthquake, tsunami, and nuclear meltdown in Japan to determine what lessons the United States and other governments can glean from these events. They are representative of catastrophic incidents that can occur anywhere in the world and that all communities, regardless of location, must be prepared to address.
The Role of Information
One of the most significant issues throughout the lifecycle of a cataclysmic event is communication and information exchange between public and government. How, what, and by whom information is relayed to the public will shape the perception and reaction to an event. More than two years after the events of March 2011 the magnitude of the disaster is still unfolding as Japanese citizens struggle to deal with the consequences and aftermath of immense destruction and the ongoing threat of radiation. At least three studies have determined that the Japanese government and the Tokyo Electric Power Company (TEPCO) failed to lead the country through the crisis as expected or desired. The consequences of these actions have changed Japan as no other event since World War Two.
1 In many ways, the events of 2011 represent to an American audience Japan's Watergate, Hurricane Katrina, and 2008 financial crisis suffered simultaneously. For many Japanese citizens their faith in governmental leadership and accountability were severely tested, while the primary source of their energy was deemed no longer viable. The cost of rebuilding coupled with the decision to dramatically lessen reliance on nuclear energy has threatened the economic stability of Japan. 
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In order to improve the resilience of the population, the U.S. Government must integrate lessons learned not only from its own experiences with catastrophic events but also with those occurring in other countries with appropriate modification. The Aum Shinrikyo attack was the first lethal case of a non-state actor using a chemical agent against a civilian population.
2 Resilience as it is understood today was a virtually unknown concept prior to this attack and yet this case illuminates what should and should not be done to prepare, inform, and respond to deliberate man-made disasters designed to kill, but most importantly, to cause fear, terror, and panic among civilians.
Defining Resilience
It is important first to understand what "resilience" actually means. One of the challenges regarding the term lies in the difficulty of defining it, or coming to a common understanding of its relevance to society. As one recent report commissioned by the U.S. Government stated, "Although resilience with respect to hazards and disasters has been part of the research literature for decades…the term first gained currency among national governments in 2005 with the adoption of The Hyogo Framework for Action by the United Nations to ensure that reducing risks to disasters and building resilience to disasters became priorities for governments and local communities…" 3 The U.S. Government defined resilience in the 2011 Presidential Policy Directive 8 as "the ability to adapt to changing conditions and withstand and rapidly recover from disruption due to emergencies." Alternatively, the Community and Regional Resilience Initiative (CARRI) at the Oak Ridge National Laboratory defined resilience in terms of a community's "capability to prepare for, respond to, and recover from significant multi-hazard threats with minimum damage to public safety and health, the economy, and national security."
4 The CARRI after action report on Hurricane Katrina further clarified the concept by adding that:
"enhancing a community's resilience is to improve its capacity to anticipate significant multihazard threats, to reduce overall the community's vulnerability to hazard events, and to respond to and recover from significant hazard events when they occur."
5
In addition to the difficulty of defining resilience, determining the level of resilience present in a community is equally challenging. Most communities are capable of "bouncing back" after a 2 There was a preceding biological attack in the United States, but no deaths resulted. In 1984, followers of the Indian guru Bhagwan Shree Rajneesh spiked salad bars with salmonella at 10 restaurants in a small Oregon town and sickened about 750 people. The cult members had hoped to incapacitate so many voters their own candidates in the county elections would win. The scheme failed, but the episode spread fear and drained the town's economy. major disaster, such as the multitude of tornadoes and floods in the plains and southern states or hurricanes suffered throughout the coastal United States. Does this make them resilient? In the immediate aftermath of a disaster, help is often readily available. But, given the economic challenges of the modern era, is it possible to assist local communities in being better equipped to help themselves before and after a catastrophic event? We may more accurately define resilience not as the ability to "bounce back," but rather as the ability to "bounce forward" 6 -integrating the four elements of anticipation of threats, reduction of vulnerability, and responding and recovering from disastrous events.
Both physical and psychological preparation are required to make populations-individually and collectively-more resilient. Therefore, resilience must be assessed at the individual and community level, with a consideration of the influences of national, state, and local actions. This begs the question: More than 10 years after 9/11, and seven since Hurricane Katrina, are we really any better prepared for a catastrophic event? Many experts agree that the question of a weapon of mass destruction (WMD) event in the United States is not whether, but when one will occur, yet it is questionable whether we have prepared our population for just such an eventuality. How then can the public be prepared for and build resilience to a threat they do not know exists? As we explore the Japanese cases the role of citizen preparedness and their expectations and understanding of government actions are paramount to building and maintaining resilience.
Tokyo Subway Attacks
At 8:00 AM on March 20, 1995, during the busiest time of the Monday morning rush hour, sarin was released on the Tokyo subway. The nerve agent was carried into the metro in plastic bags wrapped in newspaper by five teams working in coordination. The teams placed their deadly packages on separate subway lines that converged at Kasumigaseki station, where the police headquarters, the seat of the Japanese government, and the largest fish market in the city are located. At the appointed time the individuals boarded their respective trains, set packages on the floor and punctured the bundles with sharpened umbrella tips, releasing sarin onto the subway floor. The nerve agent sarin is most lethal when dispersed through the air, but the less efficient method was chosen at the last minute due to a lack of preparation time. Investigators believe that the goal of the attack was to divert police attention from cult activities and prevent a scheduled police raid. The timing was chosen to maximize police casualties during the early morning shift change at police headquarters.
When formulated properly, sarin is extremely potent, and even low concentrations can be fatal. However, in this instance Aum rushed the manufacturing process in order conduct the attack sooner than originally planned to thwart imminent police action. Their chosen delivery method, lack of purity of the agent, and the decision of some Aum operatives not to go through with the attack likely saved thousands of lives. Had the cult been able to take more time to prepare the sarin, it likely would have been far more potent. Chemical experts cite those reasons for the fact 73 there were only 13 deaths and 50 serious injuries from such a lethal weapon, in a confined space, which had the potential to do far greater harm.
In less than one hour after the attack, over 500 people sought care at St. Luke's Hospital, which is within walking distance of the Kasumigaseki subway station. As victims arrived at St. Luke's and other local hospitals, doctors tried to assess the symptoms and arrive at a diagnosis. At 9:30 AM, a physician who had treated victims of a previous Aum attack recognized the symptoms while watching the television coverage. The doctor called St. Luke's to suggest that sarin nerve agent may have been used in the attack. This was the first indication medical professionals had received of a chemical attack -and, more specifically, that sarin was the agent used. Japanese public health officials were unable to confirm that sarin was the agent for more than three hours. Given the uncertainty of diagnosis and the lack of medical experience in treating sarin casualties, it is not surprising that over 100 staff members of St. Luke's, as well as the majority of emergency personnel who transported the injured, reported symptoms of exposure.
7 There was no mechanism for the government to communicate with doctors or hospitals, or for an expert within the medical community to reach out en mass. The novelty of the weapon played a significant role in the ability of Japan's first responders to react appropriately.
"A terrorist attack with chemical agents was so novel that the specialists that rescuers and hospitals needed to consult right away were not hooked into Japan's emergency response system. The lesson that Tokyo officials and physicians took away from this experience was the importance of pre-planning and the need to identify and link beforehand the range of experts that certain situations might demand." 8 One of the primary issues raised by the Aum attacks was the reality that terrorist groups could obtain WMD through both legal and illegal means. Aum Shinrikyo made many mistakes in the creation and formation of its weapon. Had the purity been higher and the delivery method more sophisticated, hundreds, if not thousands, could have died. With the Internet age comes much more accessible and detailed information about chemical and biological weapons. The medium also provides numerous avenues for communication among those with information and those seeking it. 9 Addressing these issues requires different approaches to government-led planning and prevention programs, including understanding that today a government is more likely to face a biological or chemical threat that is significantly more virulent or capable than in the past. The "unthinkable" has become "doable." Ibid, 109. 9 Smithson pointed out in the previously cited Stimson study that terrorist groups also may have learned two important lessons from Aum. First, Aum was flush with millions in cash and highly-qualified scientists, yet the group was incapable of large scale mass murder as they had intended. Secondly, following the attack, Aum was effectively shut down, negating the goals of the cult. Ibid, 103-108. 10 The bipartisan Congressional Commission on the Prevention of Weapons of Mass Destruction Proliferation and Terrorism (WMD Commission) determined in December 2008 that WMD terrorism is a continuing and serious threat. The Commission further concluded that it is more likely that terrorists would obtain and use a biological rather than a nuclear weapon. In October 2011, the Bipartisan WMD Terrorism Research Center released a report card on America's bio-response capabilities stating that it was likely terrorists would conduct a biological attack before the end of 2013. See the report available at: http://www.wmdcenter.org/.
Public health officials and emergency planners must provide accurate information to the population, allowing those who are able to make better decisions about what types of symptoms require emergency care. There have been so few WMD-related events that most medical personnel would have no experience identifying and properly treating symptoms. This was precisely the case in the Washington, DC, area during the 2001 Anthrax attacks.
11 The novelty of a WMD attack could overwhelm any modern medical system and the capability to quickly and accurately inform the public of proper precautions or responses should an incident occur are essential to effective remediation.
The Triple Disaster
On March 11, 2011, an 8.9 magnitude earthquake occurred near the east coast of Honshu, Japan, causing a devastating tsunami that killed approximately 19,000 people. Within twenty minutes of the first tremors thirteen-meter-high waves crashed into the TEPCO Fukushima Daiichi nuclear facility north of Tokyo, knocking the plant off the power grid and leaving it without the essential cooling system. 12 TEPCO officials were unprepared for the disaster and thus, dallied over decisions, considered total evacuation of plant employees 13 and had no contingency plan for dealing with the lack of power because they chose to believe it would never happen. 14 TEPCO plant managers disagreed with their corporate leadership about the best methods for containing the crisis and both groups were on the phone with Japanese Prime Minister Naoto Kan. During the early hours of the crisis, numerous sources of authority released conflicting information about the severity of the crisis at the Daiichi plant, disintegrating trust between the responsible parties and eventually with the public. The Japanese government representatives' primary concern was to prevent panic, but even Mr. Kan has admitted that many-including himself-were concerned about their own political futures. 
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Trust of authority and group decision-making are hallmarks of Japanese culture. 16 The Japanese Government made numerous fateful decisions about nuclear energy under the guise of protecting the population from unnecessary concern and promoting the concept of safe nuclear energy. According to the Rebuild Japan Initiative Foundation, which conducted the only outside investigation called the Independent Investigation Commission on the Fukushima Daiichi Nuclear Accident: "We Japanese have long prided ourselves on being a society that provides safety and security; this has been our trademark overseas and it has enjoyed broad popular appeal at home. But it also has given rise to a pacifistic-to-the-point-of-avoidance approach to national security. That same reluctance has been matched by our aversion to facing the potential threat of nuclear emergencies. Our officials and politicians have long emphasized safety in small doses, and in the process may have inadvertently sacrificed the security of the nation at large. Any drills for a nuclear emergency were meticulously designed to avoid giving any impression that an accident could possibly progress to the severity of a meltdown, and municipalities were discouraged from taking action to anticipate the compounded risks that would be involved in the event of an earthquake, for example."
17
This cultural proclivity to protect citizens from vital safety information went beyond policy; it also affected research and development of assets that could have had a direct impact on the nuclear crisis. Robots capable of acting in volatile nuclear environments were built in Japan following the 1999 nuclear accident at Tokaimura, but research funds were cut and prototypes placed in museums after government authorities became concerned that the public might stop supporting nuclear power if they knew there were accident scenarios requiring the robots to operate where it was unsafe for humans.
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The aftermath of the Triple Disaster goes beyond the massive destruction of property, economic downturn, and radiological contamination. As a report on the Brookings Institution emphasizes "The economic, political and social consequences of the Triple Disaster have changed Japan in fundamental ways."
19 There are political ramifications such as the change of government that have already occurred, fallout from the three investigations following the incidents as well as complex policy questions that have yet to be answered. These include the specific issues surrounding the long-term management and shutdown of the Daiichi plant, the resolution of status of Japan's other nuclear facilities, of which the country is deeply reliant for energy, and the status of localities affected by radiation. Many of these issues are deeply rooted in tradition and the culture of Japan.
The Lessons of Japan
While it is easy point the finger of blame from the long list of failures, it is worth noting what went well during both crises. Most notably, Japanese citizens heeded warnings and did as they were directed. This may sound simplistic, but it is important to understand cultural differences in societies, whether in Japan, New Orleans or the northeastern United States. Americans, as a whole, are much less likely to heed government warnings based on a culture of self-reliance. Additionally, personal experience or bias combined with lack uniformity in modern warning systems play a significant role. Finally, some populations have inherent lack of trust of government, further complicating both preparation for and response to government edicts during a catastrophic event.
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In Japan, the earthquake and tsunami warning systems are among the best in the world and likely saved lives even though they dramatically underestimated the size and magnitude of the 2011 earthquake and ensuing waves. The civilian training that accompanied the systems was followed by most of the population. Citizens were prepared and acted quickly upon receiving notice of the quake. When the dead were examined many were wearing numerous layers of clothing as is recommended when heading for higher elevations. They also had their emergency packs strapped to their bodies containing food and other essentials. Unfortunately, those who perished were unable to reach heights and distances far enough away from shore to provide them safety.
Many Americans are used to hearing storm sirens, but not necessarily heeding the warning. Storm forecasting has improved dramatically through technological advances but warning systems have not improved at the same rate. Tornado sirens often sound regardless of the precise location of the storm or whether it is imminent. Thus, a screaming siren might mean that a tornado is heading to your locale and you should take immediate cover, or that a storm with the possibility of a tornado is heading your way or that either of these two options is in your county, but possibly not posing a direct threat to you.
The American public and therefore, their government representatives, have not prioritized funding for systems necessary for resilience. From gulf shore levees to storm warning systems, many efforts have taken a backseat to "immediate" priorities for decades. A prime example is the state-of-the-art earthquake warning system in Japan was designed by scientists in California, but has yet to be instituted in the United States.21 Instilling Resilience According to a report by the Brookings Institution, 2011 was the most expensive year in terms of disaster losses in history. The earthquake and tsunami in Japan represented $210 billion of the 77 $380 billion total cost globally. 22 The report states that 2011 represented a 72 percent increase from 2005, the second costliest year in history for disaster-related losses. However, "in terms of both the number of disasters and the number of people affected by them, 2011 was a belowaverage year in comparison with the previous decade." 23 In the United States we are constantly faced with catastrophic events that affect all areas of the country. From California and Colorado wildfires, Gulf oil spills, floods and tornados in the Midwest and Southeast to winter storms and hurricanes (or super storms) on the East Coast, natural disasters threaten every community. On top of the hazards generated by Mother Nature, we are reminded by the bombings at the Boston Marathon that we also must consider the threat of terrorism and man-made crises in our daily lives.
One of the five core missions of the Department of Homeland Security (DHS) is to ensure resilience against terrorist attacks and natural disasters.24 The question remains how can the U.S. or any government provide it citizenry what it needs to be resilient? In the era of shrinking budgets improving resilience is a necessity and there are distinct lessons to be learned from the Japanese cases. While certain aspects of societies differ, citizens will look to their government to provide clear directions before and following a catastrophic event -especially if this event involves threats previously unknown to them. The Fukushima nuclear disaster scenario had not been considered a real possibility by Japanese leaders, even though scientists and experts from the international nuclear community had outlined numerous actions required to prevent meltdown in the event of loss of power. But the gravest issue surrounding the Fukushima was the cultural aversion to sharing the associated risks with the population and encouraging them to prepare for the possibility of danger, regardless of its likelihood. This aversion may be rooted in culture in Japan, whereas it is more likely to be rooted in political decisions in the United States. Politicians and government leaders are increasingly more likely to avoid policy decisions that are costly or highlight a threat to the United States.
Conclusion
In summary, resilience is best defined as the ability to bounce forward by integrating the four elements of anticipation of threats, reduction of vulnerability, and responding and recovering from disastrous events. With this definition in mind, there are four primary lessons learned from the events in Japan.
1. Trust is essential. Often leaders are unwilling to admit they do not have all the answers, but providing incorrect information solely for the purpose of not having to say "I don't know" does more harm than good. 3. Something or someone will always fail and some will always respond better than expected. Resilience requires expecting the unexpected and thinking the unthinkable. Catastrophic events beyond the public's wildest dreams will occur and the government (at all levels) must help to prepare the population. Communities (even virtual ones) are often the source of stability and support, but early involvement in planning and information sharing will lessen the stress of the crisis as it unfolds.
4. Recovery is long-term. While it is apparent that the cleanup from Fukushima will require decades of rebuilding and cleanup, the psychological effects are harder to measure, but important to recognize. Post-traumatic stress and depressions in Japan is widespread, as are other stress-related illnesses. Addressing the mental well-being of the population over time will be as essential to recovery as rebuilding structures. Additionally, witnesses and victims must understand that investigating, catching and trying the perpetrators of a malicious act can take decades. Three of the Aum Shinrikyo suspects were actively sought for more than 15 years. In December 2011, one surrendered, which lead to the apprehension of the final two individuals in June 2012.
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Many communities and governments choose not to plan for "worst case" scenarios to avoid costs and unnecessarily raising fear or concern among the population. However, the lack of planning is often what causes the most dollars, time and lives lost in the aftermath of a catastrophic event.
Each community should consider plausible scenarios and mold their response plans to the threat, but also allow flexibility for the "unknowns" such a fertilizer or chemical plant explosion or malicious act against a local enterprise.
Transparency is key to preventing public anxiety, fear, panic, or frustration. Given the novelty of a WMD incident, citizens need basic protective information. Information allows people to make their own decisions about their health. Even if citizens chose not to make the "right" 79 choice, the ability to make their own decision lessens the stress of a situation and thereby providing some element of mastery during a crisis. Mastery is a proven pillar of individual psychological resilience.
27
Advance preparation for disasters including education, training, and realistic exercises, can promote confidence in the public that they can cope with unknowns. During a crisis, clear, consistent information from a trusted, reliable source is enormously helpful. The Japanese cases highlight the challenges for governments attempting to encourage resilience, but they confirm that a prepared, informed and engaged public is a resilient one.
27 Sir Michael Rutter formed one of the most commonly used definitions of resilience as facing, "…stress at a time and in a way that allows self-confidence and social competence to increase through mastery and appropriate responsibility," in "Family and School Influences on Cognitive Development," Journal of Child Psychology and Psychiatry 26 (1985) : 683-704. Additionally, "self-efficacy is related to mastery, which is the ability to take control of the situation one is placed in, break a large problem down into smaller, more manageable pieces and begin with those small steps to work to resolve the problem. Hope that a bad situation can improve (optimism), the belief that one can work to improve it (self-efficacy), and the knowledge and experience of getting results when one takes initial steps toward recovery (mastery) combine to improve resiliency. Individuals are on their way to coping effectively with a traumatic event when they can achieve at least some level of optimism, self-efficacy and mastery," in Michelle Spencer, op cit.
